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Digital signature technology  promises assurance  at  least  equal to 
written  signatures.  From a legal standpoint, this assurance  remains 
to  be  tested in the  evidentiary  process. 
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igital Signature technology  may he 
employed toproducclegallyenforce- 
able  signatures in electronic-based 
commerce  among  cnmputcr users 
within the  same general guideline5 
and  requirements as those  devel- 

oped  for  handwritten  signatures  on  paper.  Digi- 
tal  signature  technology  promises  assurance  at 
least  equal to written  signatures.  From a legal 
standpoint, this assurance  remains  to  he  tested in 
the  evidentiary  process.  Busineqs  policies  for 
organizational  use of this  technology  are  being 
created as the use of digital signature technology 
is adopted.  Standard  industry  practicc  serves  to 
create  and  substantiate a  legal preccdent. Digital 
signatures  are especially  applicable to  intcrprcta- 
tions of contracts  and  statute of fraud law for  the 
electronic  medium.  Digital  signatures  may  be 
uscd to provide  assurances in distributed  and net- 
worked computer  environments  where  electronic 
transactions require a high dcgrcc o f  trust. 

Computer technology is evolving at  a  rate  that 
is challenging  society’s  ability  to deal with  the 
issucs it raiscs. Newly networked  and  distributed 
computer aystcms placc  cumputer  resources  that 
were  once physically remotc  and difficult t o  access 
at  the disposal o f  many potential users. The advan- 
tage of computers is being  able  to quickly process 
and  disseminatc large amount5 of electronic-based 
information  rathcr  than  the  slower  proccssing 
and  distrihurion of information in a physical form 
(c.g.,onpaper). Conlputersarcoften interconnected 
t o  share  information  and  computcr  resources 
nith users  over  a widespread  geographic area. As 
a result, morc information is available  much 
nlorc quickly. 

Electronic-based  messages  (including fax, elec- 
tronic mail. and  videotex) are taking  the  place of 
paper  based  communications  and  installing a 
“new order” in  cveryday  life and  commerce.  Elec- 
tronic  transactions  or  rncrsages  are  passed  from 
scndcr to rccciver which can  be resident on dillcr- 
ent  computers.  This  exchange o f  data is  known as 
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The lack of  hardcopy  rccords in ED1 creates 
new risks that  must be  carefully considered.  Indi- 
viduals and organizations will act  upon  informa- 
tion  included in electronic  messages.  Electronic 
messages will be  uscd  to  perform  legal  transac- 
tions such as making  contracts, filing tax returns. 
and  regulator). reports,  etc.  The  electronic  media 
may also he used for illicit purposes. ED1 increas- 
cs  information availability but  also  has  associated 
risks. The law  is “beginning  to  recognize  that  its 
classical  concepts  and rules literally  cannot  ‘do 
justlce’  with regard  to  much  actual  and  potential 
computer-related litigation” [ l ] .  

Digital  signatures  are a recent  technological 
concept  (based  upon  cryptography)  that  arc  on 
the  verge of widespread usage in EDI. Electronic 
commerce is a specialized  form of ED1 involving 
the sale or cxchange o f  goods  and services via elec- 
tronic messaging. 

The legal standing of digital signatures has not 
been significantly tested.  This  article will focus on 
the applicability of digital signatures to clectronic 
hascd  commerce, specifically can digital signatures 
legally replace  handwritten  signatures  on  paper. 
Associatedlegal, tcchnological,andpolicyissueswill 
be  explored. U.S. law and legal precedents  are  the 
main focus, hut many o f  the conccpts  cxplored are 
applicable toelectroniccommercein  othercountries. 

Electroniccommcrce  usersassume  the messages 
exchangcd across the network may be trusted in that 
the  person’s  name  attached  to  the  electronic 
transaction is the  actual  scnder  and  the  message 
received  is  that which  was sent. Note that  these 
arc two separate  assumptions.  Without  proper 
controls, electronic information maybe  easilyaltered 
with very little eflilrt by sender, receiver. or somc- 
one i n  between.  This is very pertincnt to contracts 
and  the  statute of frauds,  since  the  electronic 
medium is so malleable. Specific  activitics  must 
he  undertakcn  to  assure  that  electronic  com- 
merce  messages  are  authentic,  accurately  com- 
municated,  retainahle,  and  that  they  cannot  be 
repudiatcd. 

I n  a paper-bascd society, these  assuranccs  arc 
so commonplace thcy are  often  taken  for  granted; 
a handwritten  signature is  used to  show  accep- 



tance/ownership of  whal is written on the  piece(s) 
of  paper  to which it is attached.  A physical  copy 
of the it en^ is  retained  on  file.  For  more  impor- 
tant  transactions,  moreassurance is required:  anotary 
witnesses  signatures  for  some  documcnts,  while  a 
member of a commercial  bank or stock  exchange 
is requircd to witness  and  authenticate a  stock 
redemption  signature,  etc.  The  more  important 
the  transaction, themore h n g e n t  the  requirements 
for  signature  authentication. 

In  electronic  commerce,  like  elsewhere,  cer- 
tain  types of messages  are  inherently  more  sensi- 
tive than  others.  For  cxamplc,  acontract  acceptance 
isnloresensitivethanan(~ticeofgoodsdelivery.0ne 
requires  more  integrity  and  assurance.  One will 
he  retained,  theotherdiscarded.  In the  paper-based 
world,  signature5  provide a degree of assurance 
forthemore important  messages. How can  the  hand- 
writtensignature  concept be translated  into  the new 
electronic  medium?  Cryptologic  techniques  (such 
as  “digital  signatures”)  may  hc  cmploycd to 
obtain  similar  absurances in an  electronic  form. 

Signa tures 

H andwritten  signaturcs arc a symbol prcdicated 
upon  paper-based  transactions. They serve  to 

bind  the  signer  towhat  isprintedhvrittenon  the  paper 
towhichitisattached.Black’s1awdictionarydefines 
“sign”  and  “signature” as Mlows [2]: 

Sign -To affix one’s  name to  a writing or  instru- 
ment for the  purpose of authenticating or exccut- 
ingit,ortogiveitcffcctasoncsact.Toattachanamc 
or  cause i t  to  be  attached  to  a  writlng by any of 
the  known  methods o f  impressing a name  on 
paper. To affix  a signature  to:  ratify by hand or 
seal:  to  subscribe  in  ones own handwriting. To 
make any mark, as upon a document. in token of 
knowledge,  approval,  acceptance, or obligation. 

Signature - Thc act of putting  onc’s  namc  at  thc 
end of an  instrument to attest its validity; the  name 
thus  written. A signature may be  written by hand, 
printed,  stamped,  typewritten,  engraved,  pho- 
tographed, or cut irom  one  instrument  and  attached 
to  another ...; it being  immaterial with what kind 
of instrument  a  signature is made. 

Thesignerishasicallyauthenticatingandshowing 
agreement  with  the  document (the legal  message) 
asawhole.Asnotedin thedefinition,asignaturedDes 
not  need  to  be a handwritten  signature at all, it can 
be any  symbol adopted by the  signer. The individual 
(anagent)maychooseanymarkorsymboltoemploy 
as a representat ive of himself  (4ee A m e s  1’. 
Schunneire,9Minn.221 [Gil.206](1864)).Thisiswhy 
illiteratesmay use an“X”as their  signature  and have 
it accepted  legally.  An  autograph is just as popular, 
hut  not  an exclusive, method of indicating  message 
approval. For example, in flillstrom v. Gosrq,  188 
Mont.  388,614 P.2d  466 (1980). a typewritten  name 
an a telegram was held to he a satisfactory  method 
of indicating  approval [ 3 ] .  

The legal implications of a signature  depend 
upon  the kind of document  one is signing  and thc 
circumstances  that  surround its acceptance. By itself, 
a  signature  does  not  really  have  much  meaning. 
A  signature  only  has  meaning  whcn it is attached 
to the  document  and its content in a context. 

A5 an example, let us examine  authentication in 
the  case of a clashic paper  document,  a  purchase 
order. By convention,  the initiator (an agcnt  acting on 
behalfof1~inlselforanorganization)physicallytypes 
information  including  hisiher  identity  on  a  form or 
printed  letter  head, inks  an autograph,  staples  the 
pages, makes  a  copy,  and  delivers  the paper via an 
intcrmcdiarysuchasthepostalservicetotherecipient. 
The  convention  makes clear the  person is acting  as an 
agent  to bind. Trade  contracts  are  covered  under  the 
Uniform  Commercial Code( U.C.C., which is accept- 
ed in all states  except  Louisiana)  and under  the  statute 
offrauds. Using these rules, thecourts haverecognized 
initials,  marks,  typewritten  names,  and  stamps as 
proof of assent.  Pen  and ink are nut necessary.  Pencil, 
carbon copy, or photographic  signatures  are  accept- 
able.’lhees5enceofasignatureislntenttouseit,(what- 
ever “it” happens to  be)  toadopt  or  approveawiting. 
Under U.C.C. &l-201(39), for example,  “signed,” 
includes any  symbol executed or  adopted by a  party 
with present  intention to authenticate  a  writing. 
The U.C.C. & 1-201 (39) OfficialComment  explains: 

“The inclusion o f  authentication in thedefinition 
of ‘signed’ is to  make  clear  that as  the  term is 
used in [the  U.C.C.],a  complete  signature is not  nec- 
essary.  Authentication  may  he  printed,  stamped, 
or written; it may be by initials or a  thumbprint. It 
may be on any part of the  document . ..” [3]. 

Also, the  signer  must  have  the  authority  and 
tht: capacity  to slgn. ‘l’he intent to sign or  authen- 
tic~temustbecle;~r.Ifoneisnotproperlyauthorized 
to  act  as  an  agent, one  cannot exercise  this author- 
ity.TheagentmuslbeauthoriLcdtoenterintuabind- 
ing  contract  for  himsclf  or  the  organization  hc 
represents.  This is especially  true in contractingwith 
the Government; all partiesmust  be  authorized  agents 
to  have  a  valid  contract. If a signature  is  made 
“wiltlout  actual,  implied. or apparent  authority” 
(according  to  the  U.C.C.), it is unauthorized. 

Thestatuteoffraudsillustratesmanyofthefunc- 
tionsand  justifications  forwriting  andsigningrequire- 
mcnts.  Thc  statutc of frauds  gcncrally holds that 
contracts  must be  in writing  and  signed.  “Writ- 
ing” is a  ritual that makes  the  transaction  binding 
and  cautions  the  actors  that  they  are  entering 
into  a  solemn  matter” 131. Like  the  writing of the 
message itself, signingis  associatedwith  seriousncss 
and  deliberation.  Conventional wisdom  views  a 
signature  as  proof  (or  forensic  evidence) of a 
writing’s  authenticity  and  proof of the  origina- 
tor’s  assent  to it, but  the  proof is not  airtight  with 
handwritten  signatures.  Authoritics  havc  tcndcd 
to be  very liberal in determining  what  constitutes 
a  valid signature;  irregularities in form  are  diffi- 
cult to provc and tend to hc  disrcgardcd.  In  a  dis- 
pute,  each side  consults  their own expert  document 
examiners  to  support  their  position  on a  docu- 
ments authenticity.Thecircumstancessurrounding 
the  assent  (the  parties‘  authority  and  capacity, 
etc.,) tend to he more  important. 

Some  statutes (e.g., statute of frauds)  speak of 
the message being  “subscribed.”  Courts  have  some- 
times intcrprctcd this to  mean  the  signature must 
appearatthefootofthewritingforallofittobebind- 
ing [3].  (SeeR.  C. Dum Co., Inc., I’. Bennett lndus., 
Inc. ,  590 S.W.2d 338 (Ky. App 1979) vs. the sig- 
nature  appearing anywhere on the  item  as  described 
in Black’s definition.  This  narrow  interpretation 
by the  court  seems  to  be  following  the  letter 
rather  than  the spirit of the law. 
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Digital Signatures 

D igitalsignaturcsareaspecialized applicationof 
cryptographic  technology  utilized to  assure 

the  origin of the  message  and  the  identity of the 
sender  (originator  authentication,  the  person 
who  “signed”  the  message  sent  the  message). A num- 
ber of cryptographic  schemes  have  been  devel- 
oped  to  provide  originator  authentication  often 
in  combination  with  other  assurances. Individuals 
and  organizations  may  adopt  the  use of digital 
signature  technology to assure  message  integrity, 
(guaranteeing  this is the  message which  was sent). 
A digital  signature is a  string of bits. It is appended 
to  the  end of the message. Depending  upon  the impor- 
tance of the  message,  the  message  ilsell‘may be 
encrypted  (messagc  confidcntiality,  to  ensurc  thc 
message  isonly  available to  the  sender  and receiver). 

Digital  signatures  are  hased  upon the Public 
Key Encryption (PKE) system first proposed by Diffe 
and  Hellman in 1976. It involves  two  asymmetric 
cryptographic keys: one  public key  associated 
with  the sender which is maintained in the public 
repositoryandopentoa1lwhoaskforit;andonepri- 
vate key the  sender uses  with the encryption  algo- 
rithmto“sign”themcssagc.Adigita1signaturcbinds 
electronic  information  to  the  message  using  the 
senders  private key (which  only  the sender  holds 
or knows). The public key  is  used by message  reciepi- 
ents  to  decode  the  signature.  Private keys are 
only used to sign. Public keys are only used to authen- 
ticate  signatures. 

Thcdigitalsignaturcisbydcfinitionunforgcablc 
since  the  sender  maintains  and  protects his pri- 
vate  key,  both  keys  work  only  one way and a 
secureandreliablepublickeystorageandmaintaince 
infrastructure is in place. 

Digital  signatures  differ  from  handwritten sig- 
natures in two important  nays: 

No mattcr how complicated a written  signature is, 
a  forger  intent  on  committing  fraud will even- 
tually  be  able to duplicate it,  while  ”a  digital 
signature ..., should by definition  be  inimitable’‘ 
with  a secure  implementation scheme. 
Aperson’s  handwritten  signature  should be  acon- 
stant in the  sense  that it  is “the  same”  lor all doc- 
umentssigned hy that  person,  but  digital  signatures 
are by design  different  for evev  message 
Thesearefundamenta1differences.Handwritten 

signatures  are by assumption always “the  same” 
but physically different  while  digital  signatures 
are  different  yet  can always  be  “reduced”  to a 
mathematical  certainty  to  be  the  same.  Digital 
signatures  can  be  measured,  while  handwritten 
signatures  are more  amorphous. 

Legal Signatures and Their 
Electronic  Form 

T -  hcrc is difficulty  in  applying  writing and sign- 
mg requirements to electronic  transactions  since 

the  transactions  are not paper-based. It  is impossiblc 
todraftpracticallegalrulesthatareabsolutelyunam- 
biguous  for all occasions.  Rigidlegal  rulesdo  not  take 
technological  change,  clastic  meanings, or specific 
situationsintoaccount [3].Newtechnologyandspecific 
situationsarecontinuallyaltering the  interpretation 
of  the  statutes, so we must  interpret  what  has  come 
before  in  applying  this new technology  concept. 

As stated  earlier,  any symhol  may be  adopted 
to  indicate  the  acceptanceiapproval  embodied in 
a  signature. 

“A signature’s  traceability to  the  signatory [is] 
very important.  Paper-based  signatures  inhcrcnt- 
Iy include  forensic  traits  such  as  unique  pen 
stroke.  ink,  or  paper, which  help  identify the sig- 
natory. In  the  absence of paper  documents,  meth- 
ods  to  authenticate  ED1  transactions  (for  example. 
introducing  forensic  traits  to  help  identify  the 
parties  and  message  content) must be  used to ensure 
trustworthiness  and  degree of lcgally  probative 
evidence  comparable  to  that  provided by conven- 
tional  signature” [4]. 

In generic EDI, a Message Authentication  Code 
(MAC)maybeusedforthispurpose.AMACemhod- 
ics all of the  attributes of a  valid acceptable  sig- 
nature; they are  unique, verifiable and  “under the 
[certifiers]  sole  control  such  that one may presume 
from  its  use  that  the  certifying  official,  just  as if 
he had  written  his name in  his  own hand  intended 
to  be b o u n d  [ 5 ] .  One may view digital  signatures 
as  a  highly secure  and  specialized  authentication 
code  basedupon  an asymmetriccryptosystem,which 
identifies  the  individual  and  acts  as a symbol  of 
thcir  approval. The  courts have  previously  recog- 
nized  an  array of symbols for  this  purpose; this is 
simply one  more symhol an  individual may adopt  that 
is now available with  new technology.  This  con- 
clusion is not  based  on  the  degree of security or foren- 
sic  reliability  provided by the  symbol.  The  main 
concernisforpreventionofdeceit.Ahsentcontrols, 
the ED1 message  receiver  can  easily  alter the text 
attached  to a siguature  or  the  signature  itself. 
ED1  isa  more fluid  medium  than thc previous,  more 
rigid technologies  employed. 

Anyrequirementforacignatureoritsequivalcnt 
should  he  critically  scrutinized. Handwritten sig- 
natures  protect  message  senders  to a limited degree 
but do not  protect  message  recipients  much  at all. 
With or  without  a  signing  requirement,  the  bur- 
den would still bc upon  the  recipient  to show  the 
senders  intent  to  adopt  the  message.  Fulfillment 
of this  burden usually  must  rely on  the  facts  and 
circumstances  surrounding the message [ 3 ] .  

Evidence of message  origin  and  contents is cru- 
cial Authentication inapaper transaction  restswith 
document  examiners.  In  electronic  commerce 
this maytranslate  into providingassuranceevidence 
of message  origin (the  sender)  and  contents  (the 
message) [3]. Elcctronic  messaging may interrupt 
the  usual  writing  and  signing  concept  conventions 
in a  nurnher of respects.  Electronic  signatures  arc 
nothandwrittenautographsTheymayhaveadegree 
of assurance  through  cryptographic  and  procedu- 
ral  methods  (key  management, public key certifi- 
cates,  certificate  authorities, etc.,) that  the  sender 
did in fact  scnd  the  electronic  message. 

Electronicsignatureson  contracts  are  no  different 
thanthenormalsigmtureprocess.Alloftheclcmcnts 
to have a valid signature  must  be  present  (capacity, 
etc.,); only  the  deliverymethod is different.  With dig- 
ital  signatures,  even if a  message is intercepted, 
the  signature  cannotbe easily  decrypted or altered, 
andre-sentwith  thisdigitalsignaturc.  Lkesafeglseals 
on food  and  medicines,  these  are  not  foolproof  assur- 
ance  methods,  but  they will require  the individual 
togotogreatlengthstotryto“beatthesystem.”Like 
broken physical seals,  there will be tell-tale signs that 
indicate  the  message is not to be  trusted. 
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Few  courts  have  considered  how  agents  act 
through  computers [3].  Electronic  messages may 
also be  automatically  generated (e.g., an  elec- 
tronic  stock  trade  based  upon a data  trigger- a stock 
price change) without human  intewention. No human 
(or no  particular  individual) may be in the  loop.  This 
may have  a great many legal  implications. In State 
Farm Muh~alAutomobilelnsuranceCu. v. Brockhorst, 
453 F.2d 533 (10th  Cir. 1972), an  agent was acting 
through a computer;   the  insurance  company 
computcr  incorrectly  sent out  an insurance  renew- 
al notice.  The  company  argued  an  “unimagina- 
tive”  computer  could  not bind  the  company. The 
courtheld thecompanyliable,rcasoningacomputer 
does  what  you  tell  it   to, so the  company  was 
responsible  for  the  actions of its  computer. Is this 
case,  there was no  signature.  but  one was implied 
hy the  fact  the  company’s  computer  system creat- 
ed a legal  document  and  sent it out using  custom- 
ary  channels.  Once  again,  the  generic  signature 
requircmcntsapply  (even in theirabsence);  onlythe 
technology that provides  the  message is different. 

Other  electronic  cases furnish  compelling  sup- 
portforthepropositionthatadurablyrccordedelec- 
tronic  message,  bearing  a  code or symbol intended 
as a signature, is written  and  signed. No reported 
lawsuit  has  examined whether  a purely  electronic 
message  satisfies  the  statute of frauds.  Even 
though  there  has  not  been  aspccific  case  on  the legal- 
lyofdigitalsignatures,i~iitswithprecedelltthatthese 
signaturc  mcthods  would be an  acceptable sym- 
bol of assent. I t  is  simply  the  methodisymbol 
selected to show  acceptance. 

As noted  earlier,  the  assurances  offered by 
digital  signature  technology  are especially appli- 
cable to businesstransactions(contractsand thelike 
between  people  and  institutions). Many statutes, 
regulations,  contracts,  and  charters  require  legal 
notices or actions  to bc  writtcn  and  signed.  Gov- 
ernment filings are  required  to be  signed:  “Every 
pleading.  motion,  and  other  paper of a party  rep- 
resentedbyanattorneyshallbesigned ....”[ 3l.Elec- 
tronic  filing  saves the  time  and  resources it takes 
to physically print  out, sign. send  data,  and  then 
reverse  the  process  to  get the information back 
intothc rcccivcrs’clcctronicsystem. Thenser’ssym- 
bol,  his or  her digital  signature,  could  travel  with 
the  data  to  provide  authenticationwith  a  large  degree 
of assurance.  The  signature  could  also  perma- 
nently  reside  with  the  data  for  record  keeping 
purposes.  The  government has  already  hegun  this 
practice  (usually  without  digital  signature  tech- 
nology). For example, and  the IRS allows individ- 
uals  and  businesses  to  file  their  tax  returns 
electronically.  Thegovernment  alsomakespaynlents 
and  contracts using FDI. “ In  September 1987, 
the  first  payment of U.S.  Government  funds  not 
requiring a written  signature wa5 disbursed” 
using an electronic  certification  system (a system 
developed by NIST  based  upon  their  commercial 
Digital  Encryption  System). 161. 

The U.S. Comptroller  General  has given for- 
malopinions(in  JuneandDecemher 1991) thatfed- 
era1  agencies  can  use ED1 technologies to create 
validcontractualobligationsconsistentwithcurrellt 
statutoryandcase1aw.Theuseofan“electronicsym- 
bol”  shows  an  intent  to  be  bound  and  the  mes- 
sageauthcnticationcode  (readdigital  signature)can 
be used to perform  this  function [SI. This was fol- 
lowed by a  more  formal decision in response  to  a 

NISTinquiry  regarding  the  specific  use of digital sig- 
natures by the  Government [7].  While  these  two 
memos do not  constitute a unified  legal approach 
to  digital  signatures in Government,  let  alone  the 
private  sector,  the  decisionsembodied in them  should 
contribute  to  the  legal  recognition of digital  sig- 
natures [9]. Also, the law  notwithstanding  the two 
parties  could  agree  among  themselves  to  choose  any 
method of assent  they  choose;  they  could agree 
to the  meaning  and use of digital  signaturcs  for 
contracts.Astheworld‘s1argestcontractorandcon- 
sumcr, thcGovernment’sleadwillset alargedegree 
a  precedent  and  create de  facto policy. 

Manycompanieshavewrittenagreementsinplace 
on which  their electronic  commerce  transactions 
with  trading  partners  are  based.  It  describes  their 
agrccmcnt  on how to utilize the  electronic media. 
lt  in  effect  creates  conventions  both  sides  agree 
tofollow.1thecomesineffectacontractbetweenthe 
two parties. 

As the law comes  to  recognize  the  technical 
changes  introduccd by ED1  and  Electronic  Com- 
merce  as,  legal  technicalities  impeding its use will 
diminish.  Policymakers  seem to he  proceeding 
cautiously,  waiting  for  the  courts to  act  on a case- 
by-case  hasis  to  clarify how the  statues  apply  to 
electronic  messages.  The  status quo is maintained 
until   there is  a  specilic  need Cor the  court   to 
addressanissuewhenacaseisbrought.1nthemean- 
time,  this  leaves ED1 and  digital  signature  users 
at  some risk. Adoption of this  technology  could 
be  impeded  where  users  perceive  substantial 
riaks; no  one  wants  to  be a  test  case.  Risks  for 
ED1  users will  diminish  as  the  process  develops, 
becomes  better  understood,  and  begins  to  form 
its own set of customs and practices. 

Public Policy 

F or the law, the  court  determines  what is custom. 
Thisu~uallyfollowstheuseofnewtechnologysys- 

tems.  Historically,  judicial  efforts  have  accommo- 
dated new technology  within  the  existing laws 131. 
To proactively avoid the  ambiguity  and  delay  these 
causes, there  are  a  number of options. 

Tndustrycouldadoptitsownstandardsandprac- 
tices (i.e., to  foster  and develop trade customs  that 
recognize  electronic  messages  and  digital  signa- 
tures  as legal entities [3]).  The  courts  would  strong- 
ly consider  these standards in their  judicial  review. 
Also, the  American  Bar Associa tion (ABA) haspro- 
duced  a  Model  ED1  Trading  Partner  Agreement 
(published in The Business Lawyer, June 1990, 
known  as  the ABA Model)  to aid in the  creation 
of domestic ED1 trading  agreements  and  con- 
tracts 131. The ARA MODEL Rr1.S states  that an 
electronic  signature is “sufficient  to verify’‘ the 
origin of a proper  message. Does it  give  more 
weight to  an  electronic  signature  than  evidence 
law accords to conventional  ink  signatures?  A sig- 
nature itself is not  sufficient  to  establish  the  ori- 
gin of a paper  document  incourt.  Electronic  evidence 
should  be  treated  the  same as paper  messages 
under  evidence  authcntication  rules [3]. Consid- 
ering  the  added  assurances they- provide,  digital 
signatures may go  much  further in evidentiary 
matters.  Knowledge and access to  the  owners  pri- 
vate  key  and its’ connection to the corresponding 
keys maybe used to build toward a “prcpondcrancc” 
of evidence  where  required. 
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The  Government through  the  National  Institute 
Of Science  and  Technology  has  developed  and  pub- 
lished  a  Digital  Signature  Standard  (DSS) so uniform 
assurances  may  be  created  and  promoted [lo]. 

A public key infrastructure  (PK1)needs to be devel- 
oped  and  adopted to manage  public  keys,  theirasso- 
ciatedmechanismsandrepositoriesunder thePKE. 
This  infraqtructurewould  allowfor  trustedautomated 
keystorage,dispersalandretrievaibvuscrs.The trust- 
worthinessofthisrecord  systemisparamount  before 
thepublicwilladnptitsmechanisms.Alsothecourts 
will require  that  the  record system be  based  on  a 
trustworthy  foundation  before  admitting  evi- 
dence in court.  There  needs  to be  "sufficient  fact 
to  warrant a finding  that records  are trustworthy" 
(UnitedStu~esv. Cruj 75UF.2d 1354 (C.A. Wis., 1984.) 

Another  nption is to revise  the statutes.  Writ- 
ingand signingrequirementscould be  eliminated or 
electronic  transactions  could  be  explicitly  permit- 
ted.  Elimination  ofwriting  andsigning  requirements 
would  require  the full facts of the  case  to  be  exam- 
inedinordertoas~rtainwhetheracontracttrulye~st5 
versus  the  outdated  andunworkable  proposition  that 
the  court  needs a specified type of physical evidence 
(i.e., a  signed  writing).  These rules were  developed 
"to motivate  the  parties  to  obtain  reliable  forensic 
evidence  before  acting on it" and  "to shield  defen- 
dants  from  exposure to trial  over  unsubstantiated 
claims"[3].Tothrowoutthcscprudcntprcscriptivcs 
seems like throwingoutthebabywith  the  bathwater; 
these rules exist to  make  the process  easier  and  more 
rcasonablc.  Explicitly  permitting and circumscrib- 
ing ED1 has  risks  as  technology  evolves  further 
but  would  also  be  an  effort  to  (hopefully)  foster 
thcgrowthoftcchnology. Lcgislation may"confound 
an  already  complex  picture" [8]. 

Publicpolicyon  digital  signature  technologyand 
itseffectsareintheinitialstagesofbeingformedand 
refined. How will society  deals  with  these  technol- 
ogy-basedissuesinaequitablematterforthegreater 
public good? Our society has gone through a similar 
policy-makingprocessin the  pastwith the introduction 
of the  telegraph  and  telephone.  These  forms of com- 
municationalsohadimplicationsincontractsandfraud. 
'l'he telegraph  produces a paper  output which has a 
legalsignature(thetypednameofthesender)attached 
toit,whentheotherthingsneededtomakeasignature 
are present (see discussion above). Voice  over a  tele- 
phone is more  fleeting,  hut may he storearecorded 
if special preparations are made to  record  it:  but  it  may 
not  be  sufficient  legal  evidence in some  cases (e.&., 
ifrecordedwithonttheparticipant'sknowledge,etc.) 
ED1 is yet  a  new  form of communication; it can 
be signed  and  stored  in  electronic  form.  Digital 
signatures  and  other  cryptographic  methods  can 
be  used to provide  assurancesof  the  message  sender 
and  the  message  content.  Public policy doe5 not have 
a direct  relationship  to  the law hut  does  factor 
into  its  interpretation by the  courts. 

Conclusion 

/ '  n conclusion,  digital  signatures may be  used as 
legal signatures for  electronic  commerce  trans- 

actions  within  the  same  general  guidelines  and 
requirements as handwritten  signatures on paper. 

They  promise  more  assurance  than a written  sig- 
nature; to the  technologist,  theassuranceisassumed 
with the  understanding of the  technical  details of 
how digital  signatures are designed  and  operate. 
From a legal  standpoint, thi7 assurance  remains 
to be  tested in the  evidentiary  process. 

Digital  signatures  seem  especially  applicable to 
interpretationsofcontractsandstatuteoffraudlawin 
electronic  commerce.  They may be  used  to  provide 
assurancesh  distributedand  networkedenvironments 
where  electronic  transactions  need to have a degree 
of trust  associated  with them.  The  federal  Govern- 
ment  has  already begun the  acceptance  process for 
this  emerging  technnlogy; it has hegun  to  issue pol- 
i c y  forming  statements, is executing  legal  contracts 
utilizingED1, and  hasissueda DSS. An infrastructure 
for  public key management is being  developed. 
As ED1  electronic  commerce  transactions  become 
more  accepted  and  widespread,  a  corresponding 
numberoflegalsuitsandaresultingbodyofcasclaw 
will be formed.  Legislation may also be enacted 
to make the  peculiarities of ED1 legal  authentica- 
tion  clearer (as thcy arc nncovcrcd  with  use). The 
development of the  digital  signature  standard  and 
adoption  practices will serve the public by foster- 
inganenvironmentwhcreEDIcanflourishandcome 
to its true  potential as a  communications  medium. 
Themainvalueofdigitalsignaturescome.;incomputer 
transactions,  wherc  electronic  users  can  be sign and 
execute  transactionson-line.  And  thus  authenticate 
the  originator,  even  when  the two parties involved 
have never  before  interacted. ED1 w i l l  not  take  the 
place of paper  communication with written sig- 
natures; it will supplement it and  perhapseven  some- 
day  surpass  its usage. Legally  recognized  digital 
signatures  can  expedite  this  process  and may pro- 
vide an extra/improved level  of assurance. 
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