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T 
I N  1976, DIFFIE AND HELLMAN [ I ]  STARTED AN 
explosion ofopen research in cryptology  when  they introduced 
the  notion of public-kcy cryptography [2]. Today  there  are 
many novel applications of  public-key cryptography. Most of 
thcsc arc based on  digital  signatures.  This  article  first  presents 
a tutorial  on  dlgital  signatures,  then discusses  several  of these 
applications  including  those in key management  for  conven- 
tional  encryption  equipment,  electronic  mail  and  data  inter- 
change,  access control  and  audit  trails,  software  verlfication 
and  virus  detection,  counterfeit-proof  currency,  nuclcar test 
ban  treaty  detectors,  and challenge response  systems such as  in 
aircraft  identification of fricnd or foe. 

Digital Signatures 
With  the  rapid  expansion  ofcomputer  applications  and dig- 

achieved by now thc paperless, electronic office that  has long 
ita1 communication networks, we would  expect to  have 

been predicted. In fact,  today  there  seems  to  be  more  delivery 
and storage of paper  than  ever  as we continue to rely on filing 
cabinets to store  papers  and  the mail  system,  which  typically 
involves .signed documents sealcd in an  envelope. 

In general, hand  written  signatures  arc easy to counterfeit 
and  difficult  to verify. It is relatively easy with  today’s technol- 
ogy to  take  a person’s signature,  make a photocopy of  it, and  at- 
tach i t  to a  contract  that  thls person did  not sign. At the  same 
time. it is difficult to verify a  hand  written  signature  without a 
copy  of a known  good signature. 

To achieve  the  paperless  electronic office we need to  replace 
hand  written  signatures with  digital signatures,  and  the  enve- 
lopes  with encryption. Such  digital signatures would be used to 
sign purchase  orders,  applications,  time  sheets,  contracts,  and 
electronic messages  of all kinds.  The  desirable  properties  of 
such  signatures  are: 

Signatures must be difficult to  counterfeit. 
Signatures must be easy to verify. 
A digital signature  consists of a  string of  symbols. If a per- 

son’s  digital signature were  always the  same  foieach message, 
then  one  could easily counterfeit it by simply  copying  the  string 
of‘ symbols. Thus,  signatures  must  be  different  for  each use. 
This  can bc achieved by making each  digital signature be a 
function of the message that it is signing, together with a  time 
stamp.  To be unique  to each  signer and  counterfeit  proof, each 
digital signature  must  also  depend  on  some secret number  that 
is unique  to  the signer. Thus, in general, a counterfeit-proof 
digital signature  must  depend  on  the message and a unique sc- 
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cret  number  ofthe signer. The  verifier  ofthe  signature, howev- 
er,  should not  nced to  know  any secret number. 

Public-key techniques  are  the only known  means of creating 
digital signatures with these  properties.  The  two best known 
forms  are  due  to  Rivest,  Shamir,  and  Adleman (RSA) [3] and 
El Gama1 [4]. El Gama1 added  a  signature  feature to the basic 
public-key technique  of DifTie and  Hcllman,  the  inventors of 
public-key cryptography.  We will now describe  the  basic  con- 
cepts of  public-key cryptography  and digital signatures  based 
on public-key techniques. 

Public-Key Cryptography 
C. E. Shannon, in his comprehensive  1949  article,  “Com- 

munication  Theory of  Secrecy  Systems,” [ 51 made  the  observa- 
tion  that  “The  problem  ofgood  cipher design is essentially one 
of finding difficult problems,  subject  to  certain  other 
conditions .... We may construct our cipher  in such a way that 
breaking it is  cquivalcnt to the  solution of some  problem 
known  to be  laborious.”  The security of all  public-key crypto- 
graphic  tcchniques  are based on well-known,  hard-to-solve 
problems. The  Diffie-Hellman  [I] key exchange  systcm and  the 
El Carnal [4] signatures  are based on  the difficult problem of 
computing  discrete  logarithms in finite fields,  while the RSA 
[ 3 ]  public-key scheme is based on the difficulty  of finding  the 
prime  factors  of large integers. 

In this  article we skip  the  technical  details  and  present in- 
stead  a  tutorial  on the  basic ideas in public-key cryptography. 
Our emphasis  is  on  the  various novel applications  of  this new 
cryptography. 

Any conventional  cryptographic  algorithm  employs  one 
key, which can  be used for  both locking (encryption)  and  un- 
lockmg (decryption).  Knowing  this  one key allows anyone  to 
encrypt or decrypt a message. In conventional  cryptographic 
systems, the  transmitter  and  intended receiver of encrypted 
data must share  the  same  cryptographic key. This key must be 
kept  secret and  shared only with  those uscrs who  are allowed 
access to  the  encrypted  data. 

Public-key cryptographic  algorithms  employ  two keys, one 
for  locking  (encryption)  and  another  for  unlocking 
(decryption). Although one key is uniquely related to  the  other 
in theory,  the  important  point  here is that  as  a  practical  matter, 
the two keys of  a public-key algorithm  are  “almost”  indepen- 
dent of each  other, in the sense that knowing one key docs  not 
reveal the  other.  That is, it is computationally infeasible to find 
one key when given the  other.  With public-key algorithms it is 
possible to encrypt  a message without  being  able  to  decrypt  the 
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encrypted message. Conversely  it may be possible to  decrypt  a 
message without knowing how the  message  was encrypted. 

Throughout  this  article we denote public-key encryption 
and  decryption  variables with capital letters.  using subscripts 
to  denote  the  owner  of  the keys. For example. user A may have 
generated  encryption  and  decryption keys denoted E,4 and D,,, 
respectively. The  encryption of"D,4 TA" with E,, is shown  as 

E., (DA T,4) = ENDA Til 

and  the  decryption of "E,hrD.4Til" wlth D.4 is shown as 

U, (END,4TA) = DAZ4. 

Here we assume  that knowmg D ,  does  not reveal E and vice 
vcrsa. 

I f  an encryption key I S  made  public, then any user can 
cncrypt  a message using this key, but only the users with thc 
corresponding  decryption key can  decrypt  these messages. 
Conversely. i fa  user  keeps  an encryption key secret and  makes 
public the  corresponding  decryption key. then  anyone with the 
decryption key can  not only decrypt messages  encrypred by 
this user. but  they will also  know that  the message has not been 
altered. Only the user with the  encryption key could  have origi- 
natcd  thc  encrypted message. This  property of unique origina- 
tlon permts  this user with  the  secret encryption key to  send 
"signed"  messagcs. 

Creating  Digital  Signatures 
Suppose a person, say Alice, creates her own  encryptlon key 

E , ,  and  the  corresponding  decryption key D,.,. Assume that 
.Alice will keep  her encryption key E,,  secret and  make publicly 
known  her decryption key. D,. Thus, we assume  the following: 

E., is secret. 
D I is made public. 
Alice's nun-secret decryption key may be placed in a  trustcd 

public directory  where all public numbers  are  available to any- 
one. If Alice wants to send  a signed  message to Bob, she first 
computes a known  hash function [6] [7 ]  of the message, which 
is sometimes called a  'Manlpulation  Detection  Code  (MDC) 
[8]. The message M may be  arbitrarily while the hash function 
of the message, denoted H. is fixed in length, typically about 
5 12-b long. Any good hash function  has  the  property  that i t  is 
virtually  impossible to find two messages that w ~ l l  result in the 
same  computed hash function.  The hash function is not  secret 
and is assumed  to  be  known  to everyone. 

Alice's signature  for  the message M is the  encrypted hash 
function given by 

s = E,(H) 

4s illustrated in Figure la. Alice creates her  dlgital signature by 
first computing a hash function H of the message A4 and using 
her  secret encryption key E,, to encrypt it to  create  her digital 
signature S. 

Verifying  Digital  Signatures 
When Bob receives Alice's signed mcssage, he can  deter- 

mine  thc  authenticity of Alice's signature  and verify the integ- 
rity of Allce's message. This is illustrated  in Figure Ib,  where 
Bob receivcs the message M' together with the  signature S. Bob 
first computes  the hash function of the message that  he  has re- 
ceived, I F .  He  thcn acccsses the trusted public directory  and 
obtains Alice's non-secret decryption key D.,,. With  this he ob- 
tains the  hash function  that was computcd by Alice, 

H DA (8 
and  compares  this with the hash function  he  computed for the 

I Message 
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received  message, g. If the two  hash functions agree, then  he 
k n o w  the following: 

Alicc signed the message. 
The message has  not been altered since Alice signed it. 
Thus,  without knowing any  secrets of Alice, Bob  can  verify 

the  authenticity of .4lice’s signature  and  the integrity  of her 
message. Moreover, he cannot  counterfeit Alice’s signature. 

Certification  Center 
The use  of a trustcd  public  directory may be replaced by a 

certification  center  that  acts like a notary service  that certifies 
all public decryption keys. Suppose  a  trusted Certification cen- 
ter has i t  own  secret encryption key E,. and  the  correspondlng 
non-secret decryption key 0,. We assume  that  cveryonc in the 
system has knowledge  of the  certification center’s public 
decryption key D(>. D ,  could be available  through  the newspa- 
pcrs, the  telephone  directory. or embedded in any  equipment 
that does  signature  verification. 

Alice obtains  certification  of  her  public  decryption key D,, 
as shown In Figure IC. F m t  she Identifies  herself to  the certifi- 
cation  ccntcr.  This is assumed to be done  without  fraud.  Next, 
the  certificatlon  center  encrypts Alice’s public decryption key 
to  create Alice’s certificate, 

which is then glven  to Alice 

Since everyone  has  the  decryption key D ,  of the certifica- 
tion center.  anyone can obtain Alice’s public  decryption key Key MfZnQgement 
lrom her certificate C I by Conventional encryption algorithms  such as the  Data 

Encryption  Standard (DES) are  commonly used to  protect  the 
privacy of information  that is stored  or  transmitted.  This is the D, = D,>((’.d). 

Furthermore,  that person  would  know for  certain  that  this is 
Alice’s publlc dccryption key because  only the  certification 
center  could have created  this  certificate. 

Although not shown here. i t  is assumcd  that Alicc‘s name  is 
also included in her  certificate so that the decrypted public 
number is identified with Alicc. 

Once Alice has a certificate.  she  can  attach I t  to  her signed 
messages. This allows Rob (or anyone else) to verify Alice’s sig- 
nature  without going to  any  public  directory.  The  certificate 
provides .Alice’s public decryption  function in a  counterfeit- 
proof form. With this system Alice’s signed message will then 
conslst of the message M ,  the  signature S ,  and Alice’s cenifi- 
cate C‘,. Bob’s verification procedure is illustrated in Figure 
1 d.  whlch is the  same  as in Figure 1 b, except that Alice’s public 
dccryption  function D., is obtained by Bob directly from  the 
certificate c‘, provided by Al~ce in the signed  message. 

Applications 
We describe  here several applications of these digital  signa- 

tures. Some of these  applicatlons  have  already begun but most 
arc still in thc  planning  and testing  stages. 

Throughout  the  discussion  of  various  applications of 
public-key cryptography we assume  that all public  numbcrs  arc 
certified or signed by some  trusted  authority.  The Lnternation- 
al Consultative  Committee  for  Telephone  and  Telegraph 
(CCITT)  has  adopted  standard X.509, titled,  “The 
Directory-.Authentication Framework,“ which defines a hi- 
erarchy of trusted  certification  authorities [9]. Alcatel STK 
currently  has a system  based on  this  authentication  framework 
[ I O ] .  For the remainder of this  article we assume  that a certiti- 
cation  center IS  properly  used; thus,  public  numbers  cannot be 
counterfeited.  and  any  public  number  can always be correctly 
identified. 

clcctro-nic analogy to using an  envelope to protect  the  contents 
of a  letter in the  mail system. In  order for conventional 
cncryption  dcviccs  to work together. however, they must  sharc 
the  same secret cryptographlc key. The  distribution of  secret 
cryptographic kcys is the kcy managcmcnt  problem [ I  11. 

U n t i l  recently cryptographic keys were always distributed 
by couriers. In these  systems  the  primary weakness is having 
people  manually  deliver secret keys. It is well-known that  the 
best attack  against  conventional  courier-based key manage- 
ment  systems is the “key purchase”  attack.  In  addition,  the op- 
erational  costs of courier-hased key management typically 
dominate  the hfe-cycle cost of  using data  encryption  equip- 
ment. 

Because  public-key functions  are  computationally  inten- 
sive.  they are usually too slow for most  continuous  encryption 
ofdata.  Thcy arc used primarily  for key management with  con- 
ventional  encryption  equlpment. Public-key technlques are 
now uscd to  automate kcy management  in a way which is low 
cost and  secure. Several standardsgroups  and the National In- 
stitutc of Standards  and Technology (NIST) are  currently  con- 
sdering  these key management  techniques [ 12-16]. 

Alice and Bob. for example,  can now  pcrforrn a key ex- 
change usmg  the  following public-key technique in which the 
decryption  functions  are kept  secret and  the  encryption func- 
tlons  are public: 

Srep I :  Over the  insecure communication link between 
them. ,Alice sends to Bob her  non-secret encryption  function 

Srcp 7: Bob randomly  generates a number R and  encrypts it 
usmg Alice’s encryption  function  to  obtain  the  encrypted 
message 

FJ , . 

L. = E.#) 

whlch he sends to Alice. 
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Sfep 3: .4lice  uses her sccret decryption  function D to 
decrypt Bob's  mcssagc to  obtain his  secret random n u h e r  
R by 

R = D,4( V ]  

Secure  Electronic  Exchange of Keys 

Alice and Bob now have  a  shared secret number R which 
can bc used to  form a common  encryption key. In  this case, 
however, Bob alone  completely  defines  the  common 
cncryption kcy. This is generally not  desirable. 

Steps 1-3 above  could be repeated  again with  Bob sending 
4licc his  non-sccret encryption  function  and Alice randomly 
generating  a secret number which she  sends to Bob after 
encrypting it  with Bob's encryption  function.  Figurc 2 illus- 
trates  this where Alice sends Bob the secret key K. In  this  man- 
ner, Alice and Bob each receive a  random  number  generated by 
the  other person. and they can  then  combine  the  two  random 
numbers to form  a  common  encryption key that is not com- 
pletely specified by only one of them. 

With  the exchange of only  non-secret numbers.  any  two 
encryption devices in a network can securely derive  a  shared 
secret encryption key which allows them  to establish a  secure 
link between them.  The  most widely used  public-key method 
for key management  today IS  the  Diffie-Hellman key exchange 
system,  referred to as Secure Electronic Exchange  of  Keys 
(SEEK) by CYLINK [ 1 I]. 

Strictly spcaking,  this  Diffie-Hellman  technique  does  not  fit 
exactly  the definition of an  asymmetric key encryption tech- 
nique, yet it has  the  same  property  for key exchange  of  allowing 
two  people to  share a secret key by exchanging only non-secret 
numbers  over  an insecure communication  link.  It is a public- 
key scheme in that  there  are secret numbers  and  corresponding 
public numbers  involved. 

In  the SEEK system, all encryptors in the  network  have  the 
same 5 12-b, non-secret constants: 

p is a largc primc  number which defines  a field, denoted 
GF@), consisting of all non-negative integers less than p .  
a is an integer in  the field GF(p). 
The  cryptographic security  of this scheme rests on  the  diffi- 

culty  of computing  discrete  logarithms in GF@) when p is a 
large p r m e  number  and p-l  has  a large prime factor.  Specifi- 
cally, given  integer X ,  consider  the  exponentiation  function 

Y = aL mod p 

Given X .  i t  is relatively  easy to  compute Y. On  the  other 
hand. given Y. i t  is very  difficult to  compute  the  exponent X. 
This is the  problem of finding  the  discrete  logarithm  of Y. 
Based on what is known  about  this  problem, 5 12-b prime  num- 
bers  are  recommended. 

Alice and Bob can now obtain  a  shared secret encryption 
key as  illustrated in Figure 3 and  described  in  the following 
steps: 

Step 3: .4lice combines Bob's public number YB and  her se- 
cret  number . X ,  to  compute a secret number Zby  the  formu- 
la 

Rob sir?zilarl\. combines .-Ilice'spublrc rzutnher Y and his  secret 
number .XB to  compute  the  same secret number Z by the for- 
mula 

z ~ 1' SB. 

Although Alice and Bob each use different  numbers in their 
computations, thcy end  up  computing  the  same  shared secret 
number Z. This is because multlplication  ofterms in the expo- 
nent of a are  commutative. as  shown in thc  rclationship 

= Y,.rX;y. 
The Diffie-Hellman scheme  thus allows Alice and Bob to 

compute a shared secret number Z by exchanging  only non- 
secrct numbcrs 1',4 and Y,. Parts of this  shared secret number 
Zcan be used as a common  encryption key to encrypt  the  com- 
munication link  bctwccn them. 

Another  Important  feature of the  Diffie-Hellman  scheme 
for key exchange is the fact that  the  sharcd secret number  ob- 
tained  depends on random secret numbers  that  both Alice and 
Bob independently  generated.  Thus Alice. for  cxample,  cannot 
control by herself the  common  encryption key. 

Step I: Allce randomly  generates  a secret  integer denoted Electronic Maif and Data Interchange 
.Y, and  computes  the  corresponding  public  number 

INTERNET  has  adopted public-key techniaues  for  both 

Y,, = ak.4  mod p .  

Bob similarly randomly  generates his  secret number X ,  and 
computes  the  corresponding  public  number 

Y, = aXB mod p .  

Alice and Bob exchange their  public  numbers Y, and Yw 
Note  that knowledge  of the  public  numbers y4 and Y,  does  not 
reveal the sccrct numbers X, and X, since we assume  that 
computing  discrete  logarithms I S  computationally infeasible. 

S k y  2: Over  the  insecure  communlcation link  between them 

key management  for  conwntional  encjption  devices  and  for 
creating digital signatures  for messages [ 131 [ 141. These elec- 
tronic  signatures  are also being considcred  for Electronic Data 
Interchange  (EDI), where contracts  and  purchase  orders  can be 
slgned and  delivered electronically. The notz-repudiation prop- 
erty of these digital signatures is what can  make ED1 work se- 
curely and  force  the timely controls  needed i n  "just-in-time" 
manufacturing.  The British banks  have  adopted a similar sys- 
tem for Electronic Funds  Transfer (EFT) for  Point Of  Sales 
(POS) systcms [ 151. For Local Area Networks (L.4Ns) the IEEE 
802. I O  LAN Security  Working Group is currently  drafting a se- 
curity  standard using public-kcy techniques for key manage- 
ment  [16]. 
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Access Control 
Identification of individuals is one of the  basic  require- 

ments of  access control,  whether it is for access into  buildings, 
into  authorization  ofcredit  at  a  point of  salc, or into  computers 
and  communication  networks.  Here we address how public- 
key techniqucs  arc now being applied to  the  identification of 
indivlduals [ 171. 

Typically, authentication of an  individual  can  be based on 
what a person has, what a  person knows, and  what a person 1s as 
measured by biometrics. 

For access into  computers,  the  most  common  form of iden- 
tltication relies on  a password whlch IS kept  secret and  known 
only by the  individual  and  is  also  stored  in  the  computer. Be- 
cause passwords are easily compromised,  some  computer ac- 
cess control  systems  for  dial  in access use a “call  back”  system 
i n  addition  to passwords. Others use dynamic passwords 
whlch are  generated by some  algorithm,  computed  in  a small 
battery-powcrcd dcvice  (sometimes called a  “token”).  Some of 
these tokens  double as calculators  and  can  only  be  activated 
when the  correct  Personal  Identification  Number (PIN) is en- 
tered into  the token [ 181. 

The small  personal tokens  described  above  do not require 
any special hardware  at the terminal where the  individual is 
enterlng the computer  network.  Some  ofthese  tokens  contain  a 
unique sccrct algorithm  (an  encryption  algorithm with a secret 
key is commonly  used) which I S  also known  to  the  computer 
being  accessed. At the  time of  access, the  computer  can  send  a 
challenge number C displayed  on  the access terminal screen 
and ask the individual  to  compute with  his or her token the 
proper response R, which one  then  types  into  the  terminal. 
Thls system identifies  a person  based on  something  one  has 
(the  token)  and  something  one knows (the  PIN  to  activate  the 
token). 

I n  most accesscontrol  systems, personal data  ofeach user is 
stored in a  secure  computer.  This  personal  data  must  be re- 
trieved each  time  someone, usually  using a password or token, 
wants  to acccss  the computcr  network. T o  avoid  the  extra  com- 
municatlon to the computer  storing  this  database, off-line sys- 
tems  require  the user to  provide  this  data using a  magnetic 
stripe  card,  a  data key. a floppy disk, or a “smart  card” [ 191. 
Certainly  the  operational  procedures would be  simpler if each 
user presented his or  her own personal  data  to  the  terminal. 

Dcv~ces that  contain  some personal data  that  can  be used 
for  identification usually require  some  extra  hardware  at  the 
access terminal  to  connect  to  the personal device.  Magnetic 
stripe  cards, for example,  require  a  magnetic  stripe  card  reader. 
These generally do  not  contain  much  data.  Smart  cards  are 
now replacing magnetic  stripe  cards in many  applications. 
Smart  cards  arc  standard size  plastic cards with an  embedded 
Integrated Cil-cuit (IC).  These  card ICs not  only contain  mem- 
ory cells for  holding  considerable  amount of personal data  but 
they also have  Central Processing Unit (CPU) cells capable of 
performing  computations. 

In France  today, 60,000 smart  cards  a  day  are  being issued. 
These  contain a slngle IC chlp with a CPU, Kead-Only Memo- 
ry (ROM).  Random Access Memory  (RAM),  and Electrically 
Programmable  Read-only  Memory  (EPROM)  or Electrically 
Erasable/Programmable  Read-only  Memory (EEPROM). 
Such smart  cards will become  common  throughout  the world 
and replace our  current  credit  cards  and ID badges. The  pri- 
mary  advantagc of smart  cards is their  convenient small  size 
and abillty to securely  hold lots of  personal data  where  some of 
i t  can be updated  orchanged.  With EEPROM cells, transaction 
data  can be stored in these  cards.  Several  European  institutions 
are now adopting  these  smart  cards for financial  transactions 
including  their use in telephones  with  card  readers. 

FOI- the  purpose of Identification. we assume  that  what  a 
person has is a smart  card with  his  personal data  stored  on it. 
What  a person knows may be a password  which may  be  part  of 
the  stored  data.  Biometrics which measure  what  a  person is 

may be one’s voice print. one’s fingerprint, one’s eye scan, 
one’s picture, one’s handwritten  signature. or eventually one’s 
DNA  code.  Biometrics  data  can  also  be  stored  in  the person’s 
smart  card. Today the  primary  problem with biometrics is the 
cost of its  measuring  equipment.  However  for a high level of se- 
curity. biometrics  measurements  are  sometimes  required  at 
each point of  access. 

The personal smart  cards  often  hold  the  data necessary for 
anyone  to  authenticate  the user’s identification.  This  means 
that  thc  authenticating  tcrminal or host computer  does  not 
need to  maintain  a  database of all users’ data. In this  type of 
off-line  system, this smart  card  data  is crucial to  the  identifica- 
tion of a person  accessing a host computer  from  a  terminal. I t  
is. therefore,  important  for  the  terminal or host  computer to 
first authenticate  this  smart  card  data. 

Publlc-key provides  a  means of authenticatmg  this crucial 
data in off-line systems by providing  digital  signatures  that  any 
terminal can  verify. A  certification  center  creates  a  digital sig- 
nature for the  data on each smart  card,  and  this  signature is 
also included in the  smart  card  data. Any alteration of the per- 
sonal  identification  data in the  smart  card will result in  an in- 
correct Certification center digital signaturc, which can  be  im- 
mediately detected. 

A terminal  can check the  signature in the  smart  card using a 
non-secret number of the  certification  center. Because this 
non-secret number is the  same  for  verifyingall  signatures  made 
by the  certification  center, i t  can be  embedded  into  each  termi- 
nal at  the factory. With  the  certification center’s  non-secret 
number each terminal  can verify that  the  data  in  each  smart 
card I S  authentic,  as Illustrated In Flgure 4. Thus,  each user  car- 
rles in one’s own smart  card  the necessary data  to  identify one- 
self. The Integrity  of this  data  can be established by the at- 
tached certltication center’s  digital signature.  The  first  systems 
ofthis kind wcrc used by Sandia  National  Laboratories  in 1979 

This  type of  digital signature is also used in  the French 
smart  cards where the  certification  center  is  the  issuer of the 
smart  cards [22]. As the  cards  are issued and  a  signature is 
added  to  the  data in each  smart  card,  the  certification  center 
has the rcsponslbihty of  correctly  Identifying the  person re- 
cciving thc  smart  card.  This  one  time  identification of an  au- 

[ I O ]  [Ill. 
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thorized user and  thc issuance  of a smart  card  are  the  most  crit- 
ical steps in this system. 

Besides having  terminals  that  have  smart  card  readers, 
more  secure access control  systems also use biometrics devices. 
Biometrics  devices  that are available  today  include  those  that 
measure  fingerprints. eye retina,  hand  signature  dynamics. 
Loice characteristm,  and  hand  geometry [23] [24]. Some of 
these also include digitizcd photographs,  and  someday  may 
measure  the DNA code  of  an individual. Here,  each person’s 
biometrics  data is stored i n  one’s smart  card.  Once  a  terminal 
authenticates  this  data, i t  can  be used to  further check the per- 
son’s identification using a biometrics  device. 

Audit Trails 
Computer  crimes  are  primarily  due  to  authorized  users  of  a 

system.  Comptltcr network  users are initially tempted  to  de- 
fraud a system when they observe  that  certain  entry  errors  are 
undetected.  One way to  inhibit  such  fraud is to trace errors to 
Individual users. With a smart  card,  each access time  and ter- 
minal  location  can be recorded  onto  the  smart  card by the  tcr- 
mind Each user  can then be required  to periodically log in 
their  smart  card  audit  trail  data  to  a host computer. 

In additlon  to  aiding in thc  identification process, smart 
cards will eventually be used to create personal  digital  signa- 
tures. To do this each smart  card  must  be  ablc  to  compute  the 
rcquircd digital signature  and  provide  the non-secret number 
that will allow anyone to verify its signatures.  This non-secret 
number used to  verify the  smart  card  signatures  must  in  turn 
be signed by the  certification  center so that  anyone  can  authen- 
tlcate i t .  

Generally  the  existing CPU on smart  cards  cannot  do  the 
computatlonally  mtenslve public-key calculations  required in 
any  reasonable  timc. To facilitate  these  types  of calculations, 
special mathen~atical cells can be integrated  into the smart 
card chips. Smart  cards  containing  thesecells  are now  being de- 
signed 125-271. 

CYLINK has been a leader in the  development of  public- 
key chips with a  patcnted design that  achieves  the  smallest  area 
cells for computing modulo  addition,  multiplication,  and 
exponentiation.  These  mathematical  operations  are necessary 
for  creating digital  signatures. Untll now it  was generally be- 
Ilebed that  a public key cell small enough  for  smart  cards was 
not  possible. 

CYLINK has  modified  its 5 12-b chip design to reduce the 
chip  area  further  at  a sacrifice  of some  computation speed. 
Using a 1 .O p double  metal  Complementary  Metal  Oxide Semi- 
conductor  (CMOS) process. this new design  for a public-key 
chip  occupics an area of 2 sq mm.  This is less than 10% of the 

d a r d i ~ a t ~ o n  (ISO) smart  cards.  With  a IO-MHz clock, this  chip 
27 sq n m  area of current  International  Organizatlon for  Stan- 

will do  a 5 12-b modulo  exponentiation with an average time of 
2 s. Figure 5 shows  a floor plan of a 5 mm by 4 mm  area  smart 
card  chip with an 8-b CPU including 128 bytes of RAM, 4 
Kbytes of ROM. 4 Kbytes of EEPROM,  and  the CYLINK 
public-key proccssor ccll. 

Secure identification  and  personal  digital signatures using 
smart  cards will be  the  foundation of computer access control 
systems of the future.  With  this  capability.  most  paper work 
can be eliminated and we can  achieve a secure  electronic  infor- 
mation society. 411 transactions  can be signed by the  individu- 
al’s smart  card so that  a  distributed  audit  trall is left behind  for 
anyone  to  track. A l l  electronic messages can also bc signed by 
the personal smart  card. Digital Equipment  Corporatlon  has 
recently described a distributed system security  architecture 
that includes many of these  ideas based on  smart  cards  and 
public-key techniques [28]. 

With the use of a smart  card  capablc of public-key  func- 
tions. each  individual can carry  a  trusted  device  that will allow 
anyone  to  identify him or her without  any  database. Each  per- 
son’s transactions will be signed  with non-repudiation signa- 
tures.  This w111 then allow for secure  means of carrying  out 
transactions on public tclcphones  and  home  terminals. For ex- 
ample.  any  telephone with a  smart  card  reader, such as  those  in 
France.  can be used as an  Automatic  Tcllcr  Machine  (ATM) 
where a person  can dial one’s bank  and have money  transferred 
electron~cally  to one’s own smart  card.  Thiscardcan then scrvc 
as an clcctronic wallet from which merchants will debit  the 
sales p~nce from the  smart  card using smart  card  reader  termi- 
nals. 411 of these transactions would be signed by both  parties 
in  each transaction uslng these  non-repudiation  signatures. .4 
home  terminal with a  smart  card  reader  can also be used to  pro- 
vide all kmds of home services,  such as with the  Minitel in 
b-lance.  the  Prodlgy  system (IBM  and  Sears) in the  United 
States,  and  Sintendo’s  home service  system in  Japan.  Perhaps 
someda) such a system will be used in a secure  electronic  vot- 
ing sqslern [29]. 

.Another application of smart  cards with  public-key func- 
tions  include digital radios with smart  card readers. With such 
radio dcviccs i n  automobiles. highway toll fees and  parking 
fccs can be electronically paid in the same way that electronic 
transaction5  arc  handlcd with  point ofsale  terminals.  With dig- 
ital radios  these  automob~le  transactions  can be done fast 
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enough tha1 traffic congestion I S  ellminated  at  the toll booths. 
The new personal  pocket telephones  such  as  CT-2 in England 
can also he used w t h  these access control  and  audit  trail 
schemes  based  on  public-key techniques. 

Software Verification and Virus  Detection 
.A software  package can be thought of as a message which 

can be 3igned b> the producer of the  software.  With public-key 
slgnatures  ankonc can verify the  authenticity of the  signature 
and  the  integntl  ofthe  software package. A computer  can  then 
periodicall! check the  integrlt)  ofsoftware it runs regularly as 
\\ell as the integrit! of each nem program it is asked to run. Al- 
though this docs not protect  agalnst copies,  this use of  public- 
kc) signatures can bc uscd to verify that  the  software  has not 
been altcrcd  since thc manufacturer signed it. Game  machines, 
fi11- cxample. can be designed to run  only authorizzd game pro- 
gl-ams w i t h  thc  appropriate  signatures. 

This  software verification bcheme assumes  that  there I S  a 
trustcd. pr-otectcd module  that  does  thc verification of signa- 
tures. and that this unit cannot be bypassed. With  the use of 
personal smart  cards wirh the  public-key signature  function 
and a computer u l t h  a smart  card  reader.  any person  can  esscn- 
tlall) sign an! program or  database  that he creates.  For  exam- 
ple. .Alice ( w i t h  her smart  card) might sign a  database  that  she 
then s1orc's In the  hard dlsk of her  personal  computer. Later. 
\\hen she retrieves this  database.  she can use her card to verify 
the  signature. I f  the sgnature I S  verified then  she knows that 
thc data has not been altcrcd since she last signed  it. Indeed. 

With  the development of smart cards 
capable of creating  digital  signatures, 
the  personal,  all-purpose  identification 
card will move  us closer to  the secure 
paperless  electronic  society. 

an)one else can  also  verlfy the  signature  and know that  the  da- 
tabase ha\ not been altered since Alice signed it  [30]. This is. of 
course. onc means of detecting a "computer virus." 

Nuclear Test Bun Detector 
Flgure 6 illustrates a novel Idea described by Simmons [3  I ]  

[ 3 2 ]  where public-key slgnatures  are used to verlfy test  ban 
treat! compliance. If the United States and  the Soviet Union 
ncrc tu ha\ e a complete ban on  nuclear  testing. then  the  two 
counrrics might Install seismometers in various  locations in 
thc othcl-'s country.  These  detectors would detect  any  ground 
movemcnt  due to nuclear explosions. The host country might 
suspcct that the other country's seismometers  are used to  send 
sp) ing d a ~ a  a j  wcll a5 seismographic  data.  It  would,  therefore, 
be important  that  the  data  from  these  devices be available to 
hoth count[-ics. .At the  same  time, each country  needs to be as- 
surcd that  thc  data 11 receives from  the  seismometersthat they 
Installed I S  authentic  and not fake data  that might be  substitut- 
ed by the host counrr). 

The proposed selsmometer  contains  a  tamper  proof  modulc 
that is capable of creatlng Its own unique dlgltal signature. 
\\ hlch is uscd to sign cach block of  seismic data  that is record- 
ed. 1 hls data I S  then  transmitted  to both the Soviet Union  and 
the LJnlred States. and  perhaps  to a LJnited Nations  site  as well. 
The  United States can  authenticate  the  signature  and verify the 
Inregrit) ofthe  data whlle  the Soviets  can do  the  same.  The So- 
\ iets. howcxcr.  would  not be able to counterfeit  the  seismome- 
ICI data of dcv~ccs installed in their soil by the  United  States 
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slnce  the  encryption  function is unknown  to  them.  This  seems 
to satisfy the  requirements of both  countries.  Similar Soviet 
seismometers might be placed in key locations  in  the  United 
States. 

Counterfeit-Proof  Objects 
Besides creating  counterfeit-proof signatures, the basic 

public-key signatures  can  be used to  make  counterfeit-proof 
objects [32]. Light Signatures [33] has  proposed  a  counterfeit- 
proof  stock certificate system that is illustrated in Figure 7. The 
basic  idea IS to measure  some unique"fingerprint"0fthe paper 
and to sign (encrypt) it using the secret key ofthe  manufacturer 
of the stock certificate. For currency,  this would be  the secret 
encryption key of the United  States  Bureau of Printing.  The 
fingerprint is obtained by moving a narrow  intense light beam 
along a line on the  paper  and  measuring the light intensity  that 
passcs through  the  paper.  The light intensity  function  deter- 
mined by the  unique  random  pattern of paper fibers  along the 
line  then  forms  the fingerprint of the  particular piece  of paper. 
This  fingerprint is then  digitizcd  and  encrypted by the secret 
encryption  function.  The  encrypted  fingerprint is then  printed 
onto  the  papcr in digital form such as  a  bar  code. 

Suppose  at  some  later  date  the  authenticity of  the  stock  cer- 
tificate is to be verified a t  some  bank.  The Light Signatures ver- 
lfication  system  located at  the  bank only needs  the non-secret 
public  decryption  function  to  decrypt  the  encrypted  data on 
the  paper  and  reconstruct  the  intensity  function  that was 
signed. Next, the actual  intensity  function of the  stock  certifi- 
cate is mcasurcd If this newly measured  intensity  function 
agrees  wlth the  intensity  function  reconstructed  from the 
decrypted  data  according  to  some  mean  square  error  thresh- 
old.  the  document is declared  authentic. 

The  same baslc idea  can be applied to all kinds of objects  to 
detect counterfeits. Ln the  automobile  industry  there  has been a 
problem  of dishonest  distributors  supplying  auto  makers with 
fake.  low-quality parts [34]. Again the  idea  for  detection of 
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counterfeit  parts  depends on the  measurement or creation of a 
fingerprint  that is unique  to  each  object.  For  example, a manu- 
facturcr can  placc a fingerprint on each  brake it manufactures 
In the  form of speclal p a n t  that  contains  material which forms 
random  patterns  that can be  measured  and  digitized.  The 
digitized fingerprint can then be encrypted using the  manufac- 
turer's secret encryption  function.  This  encrypted  data is then 
painted in  bar  code  onto  the  brake  along with the  fingerprint. 
When this  brake gets to  the  auto  maker, say Chrysler,  its au- 
thenticity can be chcckcd using only  thc non-secret decryption 
function of the  brake  manufacturer.  The  verification process 
involves decrypting  the  encrypted  fingerprint,  reconstructing 
the  fingerprint  from  this  data,  then  comparing  this with the 
measured  fingerprint  that is also on the  brake.  lfthese agree to 
some  correlation  threshold,  the  brake is declared  authentic. 

The key to  making  counterfeit-proof  objects is to create a 
unique  random  pattern for each  object  that  cannot  be  removed 
[ 3 5 ] .  Thls Idea is essentially the  same as detecting  counterfeit 
individuals whcrc somc  biometrics is uscd such as the person's 
actual fingerprint.  Rather  than sticking the  encrypted version 
of the digitized fingerprint on the person, we recommend  that 
each  person  carry a smart  card  containing in its  memory  this 
fingerprint which is signed (encrypted) by the  issuer of the 
smart  card.  Since  the  encryption  function is kept secret by the 
manufacturer.  the  encrypted  fingerprint  data  cannot  be  creat- 
cd by anyonc clsc. Thc  vcrification process,  howcvcr,  only re- 
quires the non-secl.et decryptlon key of  the  smart  card  issuer. 
Thus kerification is easy.  while making a counterfeit is diffi- 
cult. 

Challenge Response 
.41rcraft radar  systems  often  need  to  identify  aircraft  when 

thcy appear on the  radar screen. With public-key signatures 
each aircraft might  have the  capability  to sign any signal that it 
receives and to transmit  this back. If an  aircraft  is  equipped 
with a module  that  can  perform  this public-key signature  func- 
tion,  then  the  radar  operator  can  randomly  generate a chal- 
lengc signal R and  send  this by radio signals to  the  aircraft.  The 
alrcraft can then sign this challenge and  radio  the  signature 
back to  the  radar.  The  radar  operator  can  then verify the signa- 
ture  and  authenticate  the  identity of the  aircraft.  Only  the  air- 
craft can  create  its own unique  signatures while anyone  can 
verify its authenticity. 

Such challenge  response systems  are now  being proposed 
for access control with smart  cards [ IY] [21-23][28] to  authen- 
ticate users' smart  cards.  Figurc 8 illustrates how this is done. 
I s  i n  the  aircraft challenge  response  scheme, here  the  terminal 
issues a challcngc to  the  smart  card. which in turn  responds 
with a signature on the challenge. This  signature  can be veri- 
tied by the  terminal, which can  then  be  assured  that the smart 
card is authentic. As stated  earlier,  the user  typically has  to 
enter one's PIN to activate  one's  smart  card. In addition.  there 
may be a biometrics  device  that  mcasures his or her finger- 
print.  and  this  data also enters  the  card  and  must be verified by 
the card  before it is activated. 

Conclusion 
The first appllcations of  public-key cryptography  at  Sandla 

[20] [2 I ]  came shortly after  the  original 1976 public-key article 
by Diffic and  Hellman.  Widespread  applications, however. are 
Just now taking place and several national  and  international 
standards  for  the use of publlc-key techniques  for key manage- 
ment  and digital signatures  are being proposed.  With  the  de- 
velopment  ofsmart  cards  capable  ofcreatingdigital  signatures, 
the personal.  all-purpose  identification  card will move us clos- 
er  to the 5ccure paperless electronic society. 
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